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Risk Factors
This presentation contains forwardThis presentation contains forward--looking statements. All looking statements. All 
statements made that are not historical facts are subject to a statements made that are not historical facts are subject to a 
number of risks and uncertainties, and actual results may differnumber of risks and uncertainties, and actual results may differ
materially. Please refer to materially. Please refer to our most recent Earnings Release our most recent Earnings Release 
and our most recent Form 10and our most recent Form 10--Q or 10Q or 10--K filing available on our K filing available on our 
website for more information on the risk factors that could website for more information on the risk factors that could 
cause actual results to differ.cause actual results to differ.
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Legal Disclaimer
INFORMATION IN THIS DOCUMENT IS PROVIDED IN CONNECTION WITH INTEL® PRODUCTS. NO 
LICENSE, EXPRESS OR IMPLIED, BY ESTOPPEL OR OTHERWISE, TO ANY INTELLECTUAL 
PROPERTY RIGHTS IS GRANTED BY THIS DOCUMENT. EXCEPT AS PROVIDED IN INTEL’S TERMS 
AND CONDITIONS OF SALE FOR SUCH PRODUCTS, INTEL ASSUMES NO LIABILITY WHATSOEVER, 
AND INTEL DISCLAIMS ANY EXPRESS OR IMPLIED WARRANTY, RELATING TO SALE AND/OR USE 
OF INTEL® PRODUCTS INCLUDING LIABILITY OR WARRANTIES RELATING TO FITNESS FOR A 
PARTICULAR PURPOSE, MERCHANTABILITY, OR INFRINGEMENT OF ANY PATENT, COPYRIGHT OR 
OTHER INTELLECTUAL PROPERTY RIGHT. INTEL PRODUCTS ARE NOT INTENDED FOR USE IN 
MEDICAL, LIFE SAVING, OR LIFE SUSTAINING APPLICATIONS. 
Intel may make changes to specifications and product descriptions at any time, without notice.
All products, dates, and figures specified are preliminary based on current expectations, and are subject to 
change without notice.
Intel, processors, chipsets, and desktop boards may contain design defects or errors known as errata, which 
may cause the product to deviate from published specifications. Current characterized errata are available on 
request.
Performance tests and ratings are measured using specific computer systems and/or components and reflect 
the approximate performance of Intel products as measured by those tests.  Any difference in system 
hardware or software design or configuration may affect actual performance.  
Intel, Intel Inside, and the Intel logo are trademarks of Intel Corporation in the United States and other 
countries.  
*Other names and brands may be claimed as the property of others.
Copyright © 2007 Intel Corporation.
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Agenda

Usage Needs of Small/Medium 
Enterprise

Tolapai Architecture Overview

Tolapai Silicon Architecture

Tolapai Software Architecture

Solving SME Usage Needs

Tolapai = Intel® embedded processor for 2008.
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Data Flow within an SME
Usage Needs of SME
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Converged Appliance: Requirements

Usage Needs of SME

Converged 
Security 

Appliance

IP Based Traffic

Form Factor

Constraints

Power Delivery 
& Thermal 
Constraints

Evolving 
Standards & 

Services

Throughput AND 
Compute 

Performance
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Desired Product Architecture
Usage Needs of SME

Converged 
Security 

Appliance

Multi-threading

Higher 
Integration & 

Lower Cost

Low Power 
&

Perf/Watt/in3

Open &
Scalable

Architecture

Balanced I/O
& CPU

Subsystems

Desired SME Solution: Affordable Features Today 
Scalable for Future
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Intel® QuickAssist Technology Introduction

Copyright © 2007 Intel

Encompasses Industry Encompasses Industry 
Hardware SolutionsHardware Solutions

Future Intel Processor IntegrationFuture Intel Processor Integration
of Acceleratorsof Accelerators

Software Architecture, Libraries, Software Architecture, Libraries, 
Industry APIs & Tools For AccelerationIndustry APIs & Tools For Acceleration

Comprehensive Approach To AccelerationComprehensive Approach To Acceleration

Tolapai Architecture Overview



15

IntelIntel®® Architecture Architecture 
AttributesAttributes

•• General purpose ScalabilityGeneral purpose Scalability
•• Economies of ScaleEconomies of Scale
•• Software InfrastructureSoftware Infrastructure

IntelIntel®® QuickAssist QuickAssist 
Integrated AcceleratorIntegrated Accelerator

Introducing…Tolapai

••Packet ProcessingPacket Processing
••Security ProcessingSecurity Processing

Tolapai Architecture Overview

Tolapai: TTM   Power Efficient Performance   BOM cost

Tolapai = Intel® embedded processor for 2008.
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Tolapai: Integration Highlights

IA CPU @ 600, 1066 and 
1200MHz
DDR2 memory controller 
(MCH)
PCI Express*
Standard IA PC peripherals 
(ICH)
3x Gigabit Ethernet MACs
3x TDM high-speed serial 
interfaces for 12 T1/E1 or 
Slic/Codec connections
Intel® QuickAssist
Integrated Accelerator
- For security and IP 

telephony applications

Tolapai Architecture Overview: Hardware

148 M 
Transistors

1,088-ball 
FCBGA

37.5 mm 
x37.5 mm

Intel's first integrated IA CPU, chipset and memory controller 
since 1994's 80386EX.

Tolapai = Intel® embedded processor for 2008.
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Details
Tolapai Architecture Overview

‡ Enabling software required.

IMCH
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MDIO (x1)
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Services Unit
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- Intel® Pentium® M 
processor derivative
- Power efficient

Tolapai Architecture Overview: Hardware

Tolapai = Intel® embedded processor for 2008.
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Details
Tolapai Architecture Overview

‡ Enabling software required.

IMCH

PCI 
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IA CPU Core w/ 256KB 
L2 cache

- Intel® Pentium® M 
processor derivative

Integrated Memory 
Controller

- 1 channel 64-bit DDR2
- 4 channel DMA engine
- PCI Express* (1x8, 2x4, or 
2x1)

Tolapai Architecture Overview: Hardware

Tolapai = Intel® embedded processor for 2008.
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Details
Tolapai Architecture Overview

‡ Enabling software required.
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- Intel® Pentium® M processor 
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Integrated Memory Controller
- 1 channel 64-bit DDR2
- 4 channel DMA engine
- PCI Express* (1x8, 2x4, or 
2x1)

Intel® QuickAssist
Acceleration 

- Multi-core, Multi-threaded 
Engines
- 256KB Internal SRAM
- Security Hardware Acceleration 
for

Bulk: AES, 3DES, (A)RC4
Hash: MD5, SHA-x
Public Key – RSA, DSA, DH
Internal True Random Number 
Generator (TRNG)

Tolapai Architecture Overview: Hardware

Tolapai = Intel® embedded processor for 2008.
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Details
Tolapai Architecture Overview

‡ Enabling software required.
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Acceleration and I/O Complex

IA CPU Core w/ 256KB L2 cache
- Intel® Pentium® M processor derivative

Integrated Memory Controller
- 1 channel 64-bit DDR2
- 4 channel DMA engine
- PCI Express* (1x8, 2x4, or 2x1)

Intel® QuickAssist Acceleration 
- Multi-core, Multi-threaded Engines
- 256KB Internal SRAM
- Security Hardware Acceleration for

Bulk: AES, 3DES, (A)RC4
Hash: MD5, SHA-x
Public Key – RSA, DSA, DH
Internal True Random Number Generator 
(TRNG)

Integrated I/O Interfaces
- 3x TDM (12 T1/E1)
- 3x GbE MAC (RGMII or RMII)
- 1x Local Expansion Bus (16b)
- 2x Controller Area Network (CAN)
- 1x Sync Serial Port (SSP)
- 2x UART, 37x GPIO,
- 2x SMBus/I2C, LPC
- 2x USB, 2x SATA
- WDT, RTC

Tolapai Architecture Overview: Hardware

Tolapai = Intel® embedded processor for 2008.
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‡ Enabling software required.
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Acceleration and I/O Complex

Packet Processing
Flows

Classic IA (blue)
- GigE Rx DMA packets to 

DRAM (includes IA snoop)
- IA interrupt
- IA CPU runs protocol
- IA CPU controls GigE TX

Fastpath (red)
- GigE Rx DMA packets to 

DRAM 
- Interrupt routed to 

accelerator 
- Accelerator operates on 

packet 
- Forwarding/filtering and 

security functions can be 
handled w/o IA CPU 
intervention

- Accelerator controls GigE Tx

Exception Packets
(green)
- Move packet to coherent 

DRAM (includes IA snoop)
- Accelerator signals IA CPU

Tolapai Architecture OverviewTolapai Architecture Overview: Hardware

Tolapai = Intel® embedded processor for 2008.
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How IA and Accelerators share Memory 
Accelerators run in physical 

address space
− Appear as a PCI device
− Run concurrently, async. to IA CPU
− IA CPU could be sleeping/throttled

IA and Accelerators share DRAM 
Most Cost Effective

DRAM Partitioned
Non-Coherent (Not Snooped)
− Private to Accelerator
− Physically contiguous portion hidden 

from OS
− Accessible to Tolapai-aware IA 

driver
− Separate high performance data 

path
Coherent (Snooped)
− Shared physical address space with 

IA

Coherent

Non-
Coherent

Tolapai-
aware

IA Driver
(WB)MAX_PHYSICAL

Tolapai-
aware

IA Driver
(UC)

Accelerator 
Private

Shared 
IA

Accelerator

IA Host 
Operating 
System

Tolapai Architecture OverviewTolapai Architecture Overview: Hardware

Tolapai Advantage: It’s IA; Accelerators provide Power Efficient Performance; 
Innovative Integration enables cost effective, small FF solutions.

Tolapai = Intel® embedded processor for 2008.
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Intel® QuickAssist Technology Model

Intel® QuickAssist Technology

Intel and Industry Enabled Solutions

Intel and Industry Attach
Technologies

Intel and Industry SW
Architecture

Industry:
PCI Express         Geneseo
Intel:
In-Socket              QuickPath
Front Side Bus      Interconnect

Accelerator Multiple
Abstraction SW Models
Layer 

Accelerator Enabler for Compute and Comms Platforms

Today Future Today Future

Tolapai Architecture OverviewTolapai Architecture Overview: Software

Tolapai = Intel® embedded processor for 2008.
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IO/Acceleration/Security IO/Acceleration/Security 
Access LibraryAccess Library

High Level SW Model

IA CoreIA Core

Acceleration/Security Services (or Unit)Acceleration/Security Services (or Unit)

……APIAPI

Driver/ShimDriver/Shim

OS/StackOS/Stack

Customer App

Tolapai Architecture OverviewTolapai Architecture Overview: Software

Tolapai Software Framework Goal: Enable Scalable Software Solutions

Tolapai = Intel® embedded processor for 2008.
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Application Drivers for Linux* 
(Red Hat) and 
FreeBSD
Intel® QuickAssist
Technology  
Security API
- Low level crypto 

API – PKCS #11 
compliant

- High level 
protocol support 

Integrated with 
middleware 
frameworks
- OpenSSL
- OCF
- FreeS/WAN, etc.

Security – Look aside Package

Packet Packet 

ClassifyClassify
Mod ExpMod Exp AuthenticationAuthentication

Bulk Bulk 

CryptoCrypto

IPSecIPSec SSL/TLSSSL/TLS IKEIKE
Protocol 

Acceleration

Low Level 
Acceleration

Accelerators 

IA Acceleration Drivers

Intel® QuickAssist Technology Security API

FreeS/WAN

Shim Layer

Open SSL

Shim Layer

OCF

Shim Layer

Combined 
Operation

Bulk processing Bulk processing 
Encrypt and Encrypt and 

HashHash

RandRand

Public Key Public Key ––
RSA, DH, DSARSA, DH, DSA

Tolapai Architecture OverviewTolapai Architecture Overview: Software

Tolapai = Intel® embedded processor for 2008.
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Typical Application – SMB VPN/Firewall

Current
Equiv Solution Tolapai

Enet
Wan/Lan

ATA

MCH

Intel® Pentium® M
Processor

ICH Sec 
Co-Proc

ATA Tolapai

Enet Phy
Wan/Lan

Solving SME Usage Needs

Additional 
Area, Cost, 

Core 
Utilization, 

Architecture -
Lookaside

Only

Additional 
Area, Cost

•IA SoC optimized for Power/Performance

•In-line network/security acceleration

•Integrated I/O devices

•IA SW compatibility 

•Highest Compute Cycles Available/$

Tolapai = Intel® embedded processor for 2008.
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CPU 
Utilization

Power Area

10% 25W
17 in2

(110 cm2)

IPsec Thruput
(Fastpath)

1600 
Mbps

CPU 
Utilization

Power Area 

100% 31W
32 in2

(206 cm2)
200 
Mbps

IPsec Thruput
(Lookaside)

Expected Tolapai Benefits
Example - IPSec VPN Appliance using Tolapai

Assumptions: 
Compares Intel® Pentium® M processor-based platform with external PCI crypto accelerator to 1-chip Tolapai solution
256 byte packets with 2048 IPsec VPN tunnels 

Estimated improvements based on simulation and are provided for informational purposes only. Results 
were derived using simulations run on an architecture simulator. Any difference in system hardware or 
software design or configuration may affect actual performance.

Solving SME Usage Needs

Traditional 4-chip IA Solution
(CPU + MCH + ICH + PCI Crypto Accelerator)

1-chip Tolapai Solution
(simulated)

Tolapai = Intel® embedded processor for 2008.
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Typical IP Telephony Application 
– Converged IP PBX with Firewall

Current Equiv Solution Tolapai

T1/E1

ATA

RISC CPU

DSP

ATA

Tolapai

Enet
Wan/LanEnet

Wan/Lan

I/O
SLIC

Codec

SATA/IDE
Controller

SLIC
Codec

T1/E1

SLIC
Codec

SLIC
Codec

PCI/E

Solving SME Usage Needs

Low Perf; 
Little App 
Headroom

Additional 
Cost, Area,  

Power

Storage for 
VM Solutions

IPP SW Handles 
Echo Cancel,  

Vocoding, Signaling

Tolapai = Intel® embedded processor for 2008.
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Tolapai Demo
Solving SME Usage Needs

Tolapai offers a cost effective, faster TTM, software scalable and “Power 
efficient Performance” solution for SME Security and Voice Appliances

Tolapai = Intel® embedded processor for 2008.
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Summary

• Desired SME Solution: Affordable Features Today Scalable 
for Future

• Tolapai Advantage: It’s IA; Accelerators provide Power 
Efficient Performance; Innovative Integration enables cost 
effective, small FF solutions

Tolapai Software Framework Goal: Enable Scalable Software 
Solutions

Tolapai offers a cost effective, faster TTM, software scalable 
and “Power efficient Performance” solution for SME Security 
and Voice Appliances and generic Embedded segments

Tolapai = Intel® embedded processor for 2008.
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Additional sources of information:

Tolapai for Small and Medium Enterprises – Animation: www.intel.com/go/soc

Other Sessions / Chalk Talks / Labs –
QATS004 - Geneseo and Intel® QuickAssist Technology Architecture Overview 
QATS003 - Accelerator Exoskeleton: Intel® Architecture Look and Feel for 

Heterogeneous Cores 
QATS001 - Intel® Embedded Processor for 2008 (Tolapai) SoC Architecture Overview
QATS002 - Intel® QuickAssist Technology FSB-FPGA Accelerator Architecture  
QATL001 - PCIe 2.0 Interop Lab 
QATC001 - Geneseo and Intel® QuickAssist Technology Architecture Chalk Talk by Intel 

Fellow Ajay Bhatt
QATP001 - Industry Panel: Trends and challenges ahead for accelerator usage and 

growth

Accelerators in Action :  Visit the I/O & Application Acceleration Community in 
the showcase to see technology demonstrations from Intel and other industry-
leading companies

More web based info:
http://www.intel.com/technology/platforms/quickassist

This Session presentation (PDF) is available from www.intel.com/idf. Some 
sessions will also provide Audio-enabled presentations after the event. 

http://www.intel.com/go/soc
http://www.intel.com/idf
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Call to Action 

Please contact your local Intel Sales 
Representative for more information on Tolapai

and associated product collateral.
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